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 CVE-2017-20200 Detail
NOT SCHEDULED
This CVE record is not being prioritized for NVD
enrichment efforts due to resource or other concerns.

Description
A vulnerability has been found in Coinomi up to 1.7.6. This
issue affects some unknown processing. Such manipulation
leads to cleartext transmission of sensitive information. The
attack can be launched remotely. This attack is characterized
by high complexity. The exploitability is assessed as difficult.
The exploit has been disclosed to the public and may be used.
The vendor replied with: "(...) there isn't any security
implication associated with your findings."
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NVD enrichment efforts reference publicly available information to

associate vector strings. CVSS information contributed by other sources

is also displayed.

CVSS 4.0 Severity and Vector Strings:

NIST: NVD N/A

NVD assessment not yet provided.

CNA: 
VulDB

CVSS-BT 2.9 LOW

Vector: 
CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/SC
:N/SI:N/SA:N/E:P

References to Advisories,
Solutions, and Tools
By selecting these links, you will be leaving NIST
webspace. We have provided these links to other web sites
because they may have information that would be of
interest to you. No inferences should be drawn on account
of other sites being referenced, or not, from this page.
There may be other web sites that are more appropriate
for your purpose. NIST does not necessarily endorse the
views expressed, or concur with the facts presented on
these sites. Further, NIST does not endorse any
commercial products that may be mentioned on these
sites. Please address comments about this page to
nvd@nist.gov.
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https://vuldb.com/?
ctiid.325143

VulDB

https://vuldb.com/?id.325143 VulDB

https://vuldb.com/?
submit.653875

VulDB
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https://web.archive.org/web/
20171013065745/https://gith
ub.com/Coinomi/coinomi-
android/issues/213

VulDB

https://web.archive.org/web/
20171013065745/https://gith
ub.com/Coinomi/coinomi-
android/issues/213#issuecom
ment-332371549

VulDB

https://www.reddit.com/r/Bitc
oin/comments/72yvnj/so_coin
omis_official_response_on_th
e/

VulDB

https://www.reddit.com/r/Cry
ptoCurrency/comments/72os
q7/security_warning_coinomi
_wallet_transmits_all/dnkhpo
b/

VulDB

Weakness Enumeration
CWE-ID CWE Name Source

CWE-310 Cryptographic Issues
VulDB

CWE-319 Cleartext Transmission of Sensitive
Information VulDB

Affected Products
Source: VulDB (hide)

n/a Coinomi

Affected  1.7.0
Affected  1.7.1
Affected  1.7.2
Affected  1.7.3
Affected  1.7.4

Viewing 5 of 7 versions. View all

Vendor Product Versions
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Change History
4 change records found show changes
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HEADQUARTERS
100 Bureau Drive
Gaithersburg, MD 20899
(301) 975-2000

Webmaster | Contact Us | Our
Other Offices

Incident Response Assistance
and Non-NVD Related

Technical Cyber Security
Questions:

US-CERT Security Operations
Center

Email: soc@us-cert.gov
Phone: 1-888-282-0870

Site Privacy | Accessibility | Privacy Program | Copyrights | Vulnerability
Disclosure | No Fear Act Policy | FOIA | Environmental Policy | Scientific
Integrity | Information Quality Standards | Commerce.gov | Science.gov

| USA.gov
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