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About

Real-time phishing & scam domain blocklist - 205k+ curated threats, 1M+ community, free API,
multiple formats

phishdestroy.github.io/destroylist/scripts/

anti-phishing blacklist blocklist crypto-scam cybersecurity dns-blocklist domains

drainer malware osint phishing scam security-tools seed-phishing threat-intelligence

web3-security

Readme

MIT license

Code of conduct

Contributing

Security policy

Activity

2.1k stars 160 watching 517 forks

Report repository

Go to file Code

github-actions[bot] Update statistics [skip ci] 8e791a4 · 1 hour ago

.github docs: align appeals, ICANN guidance an… 2 days ago

allow Purge: +1 domain(s) via appeal (batch) 14 hours ago

archives Update statistics [skip ci] 1 hour ago

assets docs: align appeals, ICANN guidance an… 2 days ago
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community Daily update: +0 added, -0 purged, 232,2… 2 hours ago

dns Update statistics [skip ci] 1 hour ago

rootlist Update processed files [skip ci] 2 hours ago

scripts Update counter image 6 hours ago

stix Polish README presentation while keepi… 2 days ago

.gitattributes Move daily diffs to archives/changes and… 2 weeks ago

View all files

Protecting Users Worldwide

Destroylist: Phishing & Scam Domain
Blacklist

README Code of conduct Contributing MIT license Security
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Quick Start
 

Data Feeds
 

API
 

Appeals

Website

last commit today  stars 2.1k  forks 517

Add to Pi-hole or AdGuard Home in one click — paste this URL into your blocklist
settings:

CDN link above is recommended — served via jsDelivr global CDN, no rate
limits. Raw GitHub mirror (may return 429 on heavy traffic):
https://raw.githubusercontent.com/phishdestroy/destroylist/main/rootlist/f

ormats/primary_active/hosts.txt

More formats: Hosts · AdBlock · Dnsmasq · Unbound · RPZ · API

Table of Contents

Primary

232,295

Primary Live

140,917

Primary Content

80,186

Community

1,154,373

Community Live

503,803

Community Content

275,121

Feed Today Week Month

Primary +322 +5,035 +18,481

Community +2,226 +12,555 +48,694

Quick Start

https://cdn.jsdelivr.net/gh/phishdestroy/destroylist@main/rootlist/format

Live Statistics

Today / Week / Month
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https://phishdestroy.io/
https://phishdestroy.io/
https://camo.githubusercontent.com/a5543cf00f20de331d6844175989d487c227a33797955f266f86d3f0a2b4e425/68747470733a2f2f696d672e736869656c64732e696f2f6769746875622f6c6173742d636f6d6d69742f706869736864657374726f792f64657374726f796c6973743f7374796c653d666c61742d73717561726526636f6c6f723d323532353332
https://camo.githubusercontent.com/a5543cf00f20de331d6844175989d487c227a33797955f266f86d3f0a2b4e425/68747470733a2f2f696d672e736869656c64732e696f2f6769746875622f6c6173742d636f6d6d69742f706869736864657374726f792f64657374726f796c6973743f7374796c653d666c61742d73717561726526636f6c6f723d323532353332
https://camo.githubusercontent.com/d829bd4aad186fccdaad240cb1948c5f567ed7a82345ffb952871c927e319116/68747470733a2f2f696d672e736869656c64732e696f2f6769746875622f73746172732f706869736864657374726f792f64657374726f796c6973743f7374796c653d666c61742d73717561726526636f6c6f723d633532323337
https://camo.githubusercontent.com/d829bd4aad186fccdaad240cb1948c5f567ed7a82345ffb952871c927e319116/68747470733a2f2f696d672e736869656c64732e696f2f6769746875622f73746172732f706869736864657374726f792f64657374726f796c6973743f7374796c653d666c61742d73717561726526636f6c6f723d633532323337
https://camo.githubusercontent.com/b6631afe02da58dc52869910ae7a02a7f9498fd299fc5b4cbef406d7ea37954b/68747470733a2f2f696d672e736869656c64732e696f2f6769746875622f666f726b732f706869736864657374726f792f64657374726f796c6973743f7374796c653d666c61742d73717561726526636f6c6f723d323532353332
https://camo.githubusercontent.com/b6631afe02da58dc52869910ae7a02a7f9498fd299fc5b4cbef406d7ea37954b/68747470733a2f2f696d672e736869656c64732e696f2f6769746875622f666f726b732f706869736864657374726f792f64657374726f796c6973743f7374796c653d666c61742d73717561726526636f6c6f723d323532353332
https://github.com/phishdestroy/destroylist/blob/main/assets/readme-divider.svg
https://github.com/phishdestroy/destroylist/blob/main/assets/readme-divider.svg
https://camo.githubusercontent.com/0d88a7f06247bb16f943c7e971c80753c7c322c69fc769221a9f0cb5008061dc/68747470733a2f2f696d672e736869656c64732e696f2f656e64706f696e743f75726c3d68747470733a2f2f7261772e67697468756275736572636f6e74656e742e636f6d2f706869736864657374726f792f64657374726f796c6973742f6d61696e2f636f756e742e6a736f6e267374796c653d666f722d7468652d626164676526636f6c6f723d633532323337266c6162656c3d
https://camo.githubusercontent.com/0d88a7f06247bb16f943c7e971c80753c7c322c69fc769221a9f0cb5008061dc/68747470733a2f2f696d672e736869656c64732e696f2f656e64706f696e743f75726c3d68747470733a2f2f7261772e67697468756275736572636f6e74656e742e636f6d2f706869736864657374726f792f64657374726f796c6973742f6d61696e2f636f756e742e6a736f6e267374796c653d666f722d7468652d626164676526636f6c6f723d633532323337266c6162656c3d
https://camo.githubusercontent.com/c7e45fdb10d30df5c03708d6ed6722d682ed742857b9a04190ed494d687f7fcb/68747470733a2f2f696d672e736869656c64732e696f2f656e64706f696e743f75726c3d68747470733a2f2f7261772e67697468756275736572636f6e74656e742e636f6d2f706869736864657374726f792f64657374726f796c6973742f6d61696e2f646e732f6163746976655f636f756e742e6a736f6e267374796c653d666f722d7468652d626164676526636f6c6f723d633532323337266c6162656c3d
https://camo.githubusercontent.com/c7e45fdb10d30df5c03708d6ed6722d682ed742857b9a04190ed494d687f7fcb/68747470733a2f2f696d672e736869656c64732e696f2f656e64706f696e743f75726c3d68747470733a2f2f7261772e67697468756275736572636f6e74656e742e636f6d2f706869736864657374726f792f64657374726f796c6973742f6d61696e2f646e732f6163746976655f636f756e742e6a736f6e267374796c653d666f722d7468652d626164676526636f6c6f723d633532323337266c6162656c3d
https://camo.githubusercontent.com/32868ae86aaec16c5fe0ca2ea2a1068c7876e5a1323cc57425d34ad9d7ee8954/68747470733a2f2f696d672e736869656c64732e696f2f656e64706f696e743f75726c3d68747470733a2f2f7261772e67697468756275736572636f6e74656e742e636f6d2f706869736864657374726f792f64657374726f796c6973742f6d61696e2f646e732f636f6e74656e745f6163746976655f636f756e742e6a736f6e267374796c653d666f722d7468652d626164676526636f6c6f723d633532323337266c6162656c3d
https://camo.githubusercontent.com/32868ae86aaec16c5fe0ca2ea2a1068c7876e5a1323cc57425d34ad9d7ee8954/68747470733a2f2f696d672e736869656c64732e696f2f656e64706f696e743f75726c3d68747470733a2f2f7261772e67697468756275736572636f6e74656e742e636f6d2f706869736864657374726f792f64657374726f796c6973742f6d61696e2f646e732f636f6e74656e745f6163746976655f636f756e742e6a736f6e267374796c653d666f722d7468652d626164676526636f6c6f723d633532323337266c6162656c3d
https://camo.githubusercontent.com/9317c4fb4f1d4bf279caa63ac9e238c95346c93469d6bdfae55666d9e3f35294/68747470733a2f2f696d672e736869656c64732e696f2f656e64706f696e743f75726c3d68747470733a2f2f7261772e67697468756275736572636f6e74656e742e636f6d2f706869736864657374726f792f64657374726f796c6973742f6d61696e2f636f6d6d756e6974792f636f756e742e6a736f6e267374796c653d666f722d7468652d626164676526636f6c6f723d343535323638266c6162656c3d
https://camo.githubusercontent.com/9317c4fb4f1d4bf279caa63ac9e238c95346c93469d6bdfae55666d9e3f35294/68747470733a2f2f696d672e736869656c64732e696f2f656e64706f696e743f75726c3d68747470733a2f2f7261772e67697468756275736572636f6e74656e742e636f6d2f706869736864657374726f792f64657374726f796c6973742f6d61696e2f636f6d6d756e6974792f636f756e742e6a736f6e267374796c653d666f722d7468652d626164676526636f6c6f723d343535323638266c6162656c3d
https://camo.githubusercontent.com/85582065a62b8ad59f8ac385005c944a756b14c443d655bed2f5d4a5a631e2bd/68747470733a2f2f696d672e736869656c64732e696f2f656e64706f696e743f75726c3d68747470733a2f2f7261772e67697468756275736572636f6e74656e742e636f6d2f706869736864657374726f792f64657374726f796c6973742f6d61696e2f636f6d6d756e6974792f6c6976655f636f756e742e6a736f6e267374796c653d666f722d7468652d626164676526636f6c6f723d343535323638266c6162656c3d
https://camo.githubusercontent.com/85582065a62b8ad59f8ac385005c944a756b14c443d655bed2f5d4a5a631e2bd/68747470733a2f2f696d672e736869656c64732e696f2f656e64706f696e743f75726c3d68747470733a2f2f7261772e67697468756275736572636f6e74656e742e636f6d2f706869736864657374726f792f64657374726f796c6973742f6d61696e2f636f6d6d756e6974792f6c6976655f636f756e742e6a736f6e267374796c653d666f722d7468652d626164676526636f6c6f723d343535323638266c6162656c3d
https://camo.githubusercontent.com/60d4d7750b4154a6b45771a4477358362911f68cd0042836d5645978bdb985c7/68747470733a2f2f696d672e736869656c64732e696f2f656e64706f696e743f75726c3d68747470733a2f2f7261772e67697468756275736572636f6e74656e742e636f6d2f706869736864657374726f792f64657374726f796c6973742f6d61696e2f636f6d6d756e6974792f636f6e74656e745f6163746976655f636f756e742e6a736f6e267374796c653d666f722d7468652d626164676526636f6c6f723d343535323638266c6162656c3d
https://camo.githubusercontent.com/60d4d7750b4154a6b45771a4477358362911f68cd0042836d5645978bdb985c7/68747470733a2f2f696d672e736869656c64732e696f2f656e64706f696e743f75726c3d68747470733a2f2f7261772e67697468756275736572636f6e74656e742e636f6d2f706869736864657374726f792f64657374726f796c6973742f6d61696e2f636f6d6d756e6974792f636f6e74656e745f6163746976655f636f756e742e6a736f6e267374796c653d666f722d7468652d626164676526636f6c6f723d343535323638266c6162656c3d
https://camo.githubusercontent.com/dd471794016e60de63152fee7bafcd8f369b43376e057b0996de2dbdd0c1b120/68747470733a2f2f696d672e736869656c64732e696f2f656e64706f696e743f75726c3d68747470733a2f2f7261772e67697468756275736572636f6e74656e742e636f6d2f706869736864657374726f792f64657374726f796c6973742f6d61696e2f646e732f746f6461795f61646465642e6a736f6e267374796c653d666f722d7468652d626164676526636f6c6f723d633532323337266c6162656c3d
https://camo.githubusercontent.com/dd471794016e60de63152fee7bafcd8f369b43376e057b0996de2dbdd0c1b120/68747470733a2f2f696d672e736869656c64732e696f2f656e64706f696e743f75726c3d68747470733a2f2f7261772e67697468756275736572636f6e74656e742e636f6d2f706869736864657374726f792f64657374726f796c6973742f6d61696e2f646e732f746f6461795f61646465642e6a736f6e267374796c653d666f722d7468652d626164676526636f6c6f723d633532323337266c6162656c3d
https://camo.githubusercontent.com/354e3e3484d846f69d7e85ec6f0d7758ddeacafc80ca5f5a6e710f318438cfc6/68747470733a2f2f696d672e736869656c64732e696f2f656e64706f696e743f75726c3d68747470733a2f2f7261772e67697468756275736572636f6e74656e742e636f6d2f706869736864657374726f792f64657374726f796c6973742f6d61696e2f646e732f7765656b5f61646465642e6a736f6e267374796c653d666f722d7468652d626164676526636f6c6f723d633532323337266c6162656c3d
https://camo.githubusercontent.com/354e3e3484d846f69d7e85ec6f0d7758ddeacafc80ca5f5a6e710f318438cfc6/68747470733a2f2f696d672e736869656c64732e696f2f656e64706f696e743f75726c3d68747470733a2f2f7261772e67697468756275736572636f6e74656e742e636f6d2f706869736864657374726f792f64657374726f796c6973742f6d61696e2f646e732f7765656b5f61646465642e6a736f6e267374796c653d666f722d7468652d626164676526636f6c6f723d633532323337266c6162656c3d
https://camo.githubusercontent.com/5019964ce3bf8009e6a5a5611e19fc77e79e2ade1734b06f4729d7d0ec8d0120/68747470733a2f2f696d672e736869656c64732e696f2f656e64706f696e743f75726c3d68747470733a2f2f7261772e67697468756275736572636f6e74656e742e636f6d2f706869736864657374726f792f64657374726f796c6973742f6d61696e2f646e732f6d6f6e74685f61646465642e6a736f6e267374796c653d666f722d7468652d626164676526636f6c6f723d633532323337266c6162656c3d
https://camo.githubusercontent.com/5019964ce3bf8009e6a5a5611e19fc77e79e2ade1734b06f4729d7d0ec8d0120/68747470733a2f2f696d672e736869656c64732e696f2f656e64706f696e743f75726c3d68747470733a2f2f7261772e67697468756275736572636f6e74656e742e636f6d2f706869736864657374726f792f64657374726f796c6973742f6d61696e2f646e732f6d6f6e74685f61646465642e6a736f6e267374796c653d666f722d7468652d626164676526636f6c6f723d633532323337266c6162656c3d
https://camo.githubusercontent.com/e950fb3cb8d54ae83196acab366200b4504c1f1f6dc1830873b53ff53ba1b1bd/68747470733a2f2f696d672e736869656c64732e696f2f656e64706f696e743f75726c3d68747470733a2f2f7261772e67697468756275736572636f6e74656e742e636f6d2f706869736864657374726f792f64657374726f796c6973742f6d61696e2f646e732f746f6461795f636f6d6d756e6974792e6a736f6e267374796c653d666f722d7468652d626164676526636f6c6f723d343535323638266c6162656c3d
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How these counts work

Primary JSON
 

Primary TXT
 

Community JSON
 

Community TXT

Feed Description Update Download

Primary Curated phishing domains
Real-
time

JSON

TXT

Primary Live DNS verified active 24h
JSON

TXT

Community Aggregated from 13+ sources 2h
JSON

TXT

Community Live Community DNS verified 24h
JSON

TXT

Primary Content
Curated + HTTP content
verified

12h
JSON

TXT

Community
Content

Aggregated + HTTP content
verified

24h
JSON

TXT

Allowlist False positive protection Manual JSON

Tip

Production: list.json  or active_domains.json  · Max coverage:
blocklist.json  · Firewall/DNS: root lists

All Download Formats (TXT, Hosts, AdBlock, Dnsmasq, Unbound, RPZ)

Root Lists

Content-Verified Feeds

Data Feeds

Threat Intelligence API
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Live API
 

Stats

Real-time domain risk scoring (0-100) across the Primary and Community datasets ·
scheduled sync

Single & bulk check (500/req) · Keyword search · Full feeds

Use the API · endpoints, scoring & integration examples

Destroylist is a real-time threat intelligence platform by PhishDestroy — protecting
firewalls, DNS resolvers, browser extensions, and security teams worldwide.

Every domain is discovered, verified, reported to registrars, and published
transparently.

Live feed counts above · 13+ threat sources · 50+ vendor reports · 6 output formats ·
Free API

Follow the data · sources → checks → feeds

Connect your tools · subscribe URLs, curl, Python & Bash

Free, open, no API key.

About Destroylist

Live data collection began on July 1, 2025

Data & integrations

Investigations & evidence
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How we hunt · discovery, reports & remediation

For fraud victims · reports, evidence & provider responsibility

Research the record · use cases & historical vault

Appeals Form
 

GitHub Issue

Appeals Form — fastest option
GitHub Issue — alternative option

For either route, send the domain and a short explanation. No evidence or proof of
ownership is required. Screenshots and links are optional; we review the listing
ourselves.

Accuracy first!

Appeals overview

Platform

Website
 

API
 

Ban Service

Reports & contact

Bot
 

Telegram
 

Contact

Updates

Mastodon
 

Medium
 

Twitter

All contact links

Appeals Process

Wrongly listed? Fix it fast:

Connect With Us
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Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct

Related Investigations & Repositories

license MIT

MIT — Free, open, yours to use!

Automation status

status maintained  license MIT  contributions welcome

Every star helps this project reach more security teams and protect more users.

Releases 3

Historical archives Latest
3 months ago

+ 2 releases

Contributors 7

Languages

HTML 79.7% Python 19.5% JavaScript 0.8%

Pac-Man Contribution Graph

License

Join the Fight!
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