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github-actions[bot] Update statistics [skip ci] 8e791a4- 1 hourago
.github docs: align appeals, ICANN guidance an... 2 days ago
allow Purge: +1 domain(s) via appeal (batch) 14 hours ago
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assets docs: align appeals, ICANN guidance an... 2 days ago
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community Daily update: +0 added, -0 purged, 232,2... 2 hours ago
dns Update statistics [skip ci] 1 hour ago
rootlist Update processed files [skip ci] 2 hours ago
scripts Update counter image 6 hours ago
stix Polish README presentation while keepi... 2 days ago
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last commit today J stars 2.1k j forks 517

Quick Start

Add to Pi-hole or AdGuard Home in one click — paste this URL into your blocklist
settings:

https://cdn.jsdelivr.net/gh/phishdestroy/destroylist@main/rootlist/format &

CDN link above is recommended — served via jsDelivr global CDN, no rate
limits. Raw GitHub mirror (may return 429 on heavy traffic):
https://raw.githubusercontent.com/phishdestroy/destroylist/main/rootlist/f

ormats/primary_active/hosts. txt

More formats: Hosts - AdBlock - Dnsmasq - Unbound - RPZ - API
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» How these counts work

Data Feeds
Feed Description Update Download
Primar Curated phishing d [ Real- AN
i urate ishing domains
y P g time 1P
Primary Live DNS verified active 24h T
Community Aggregated from 13+ sources 2h
©Json
Community Live Community DNS verified 24h
Primarv Content Curated + HTTP content 19h
y verified
Community Aggregated + HTTP content . 0 Json
Content verified Rl
Allowlist False positive protection Manual
Q Tip

Production: list.json or active_domains.json - Max coverage:
blocklist.json - Firewall/DNS: root lists

» All Download Formats (TXT, Hosts, AdBlock, Dnsmasq, Unbound, RPZ)
» Root Lists

» Content-Verified Feeds

Threat Intelligence API
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GLOBE THREAT
INTELLIGENCE API

Free, open, no API key required.
api.destroy.tools

Free, open, no API key.

Real-time domain risk scoring (0-100) across the Primary and Community datasets -
scheduled sync

Single & bulk check (500/req) - Keyword search - Full feeds

» Use the API - endpoints, scoring & integration examples

About Destroylist

Destroylist is a real-time threat intelligence platform by PhishDestroy — protecting
firewalls, DNS resolvers, browser extensions, and security teams worldwide.

Every domain is discovered, verified, reported to registrars, and published
transparently.

Live feed counts above - 13+ threat sources - 50+ vendor reports - 6 output formats -
Free API

Live data collection began on July 1, 2025

Data & integrations
» Follow the data ‘- sources — checks - feeds

» Connect your tools - subscribe URLs, curl, Python & Bash

Investigations & evidence
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» How we hunt - discovery, reports & remediation
» For fraud victims - reports, evidence & provider responsibility

» Research the record - use cases & historical vault

Appeals Process

Wrongly listed? Fix it fast:

Appeals Form GitHub Issue

e Appeals Form — fastest option

e GitHub Issue — alternative option

For either route, send the domain and a short explanation. No evidence or proof of
ownership is required. Screenshots and links are optional; we review the listing
ourselves.

Accuracy first!

» Appeals overview

Connect With Us

Platform

Reports & contact

“

Updates

m

» All contact links
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Pac-Man Contribution Graph
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» Related Investigations & Repositories

License

license MIT

MIT — Free, open, yours to use!

» Automation status
Join the Fight!
[stotus mainained [ iense 117 contributions welcome.

Every star helps this project reach more security teams and protect more users.

Releases 3

© Historical archives

3 months ago

+ 2 releases

Contributors 7

QPO

Languages

® HTML 79.7% @ Python 19.5% JavaScript 0.8%
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